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* Quantum Key Distribution (QKD)
e Teleportation
e (Superdense coding)

* All discovered by Charles
Bennett (IBM) & associates

Quantum Key Distribution

* Bennett & Brassard, BB84 protocol

e Key distribution only, not data
encryption

* Requires authenticated (not encrypted)
classical channel to complete protocol

* Many, many places working on this!
- BBN, Harvard, Boston U. for DARPA
- MagiQ Technologies
- CERN
-®K




A New Kind of Key Distribution

Quantum Key Distribution
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The DARPA Quantum Network

ncrypted Traffic

Private

) E
Private ’—‘ \ via Internet
Enclave <

Enclave

=[]

D Repeater [Eoood

_-7 ~___-"

Current State of the Art

2 QKD Channel. Planned Structure of Interferometer NTNU & Telenor
12189

* Single Flber Link, Point to Point
* Approx 50 Km through telco fiber
» Approx. 20 Kbps for key exchange

The DARPA Quantum Network -
3rd Year (2004?)
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Repeaters

* Over long distances, probability of loss
increases

* “Repeaters” essentially perform hop—
by-hop QKD, meaning repeaters (routers)
must be trusted

* Not yet demonstrated?
(BBN demo now multi-node, not sure about
multi-hop)

QKD and Shor

* QKD does not fix what Shor broke

* Primary impact of Shor is on
authentication (public key crypto)

* QKD is (naturally) key distribution

¢ QKD still depends on authenticated
channel

* Existing (classical) mechanisms for key
distribution not broken by Shor

e Authentication is still possible even
without public—key crypto

QKD Notes

* QKD can also be done through free space
or the atmosphere, detecting single
photons from several kilometers away

* Value of QKD in complete secure network
architecture is debatable

- Will people deploy an extra physical
network simply to get more secure keys?

Teleportation
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Wrap-Up

* Quantum Key Distribution provides

“tamper—-evident” packaging for your
keys

* Quantum teleportation can be used to

move a superposition from one place to
another
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